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1
Overall description
Motivated by improving the battery life of the NB-IoT devices in 5GC compared to EPC, in the scope of 5G_CIoT, CT1 has been working on NAS protocol optimization by minimizing the message size of the NAS messages carrying the NB-IoT data via control plane. CT1 has discussed the proposal of removing the ngKSI included in the CONTROL PLANE SERVICE REQUEST (CPSR) message as well as applying a short MAC-I (2-bytes) to protect the integrity of a CPSR message sent by the UE to the AMF.
Removing ngKSI

TS33.501 6.2.3.2  Key identification
The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped. An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available.
Q1: Is it possible that the AMF can use the received 5G-GUTI to retrieve the ngKSI and KAMF if the UE sends the CPSR message without the ngKSI?
Comment: For the same UE, it is possible that AMF may have a native context and a mapped context, each containing a KAMF, the ngKSI value indicates which one is being used by the UE. If this parameter is not there, AMF has to try both contexts in the UL received message. In the DL messages the UE would have to do the same. This doesn’t seem to be much beneficial as the UE is at a disadvantage when it is receiving the message. From a security and context identification point of view, there can be work arounds, if ngKSI not included, but UE would have to pay the performance penalty equally in DL messages.
Using short MAC-I

The Short MAC-I is used for the SERVICE REQUEST message in EPC, the RRCResumeRequest and RRCReestablishmentRequest messages which do not carry user data. 

Q2: Would it be acceptable to apply a 2-bytes MAC to the CPSR message which carries user data?
Comment: a 2-byte MAC would tremendously increase the collision rate. The increase in the collision rate is directly proportional to the lack of integrity mismatch detection, this increases the security risk.
2
Actions
To 3GPP TSG SA WG3
ACTION: 
CT1 kindly asks SA3 to provide the answers to the questions listed above.
3
Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 120
7-11 October 2019
Portoroz (Slovenia)

TSG CT WG1 Meeting 121
11-15 November 2019
Reno (USA)




